Biometrics is defined as the measurement of life signs. One of the main aims of current security research is to acquire biometric data of sufficient detail and reliability for verification or identification of individuals. Technologies used for data acquisition include fingerprint patterns, 1 iris scans, facial images, and voice recognition 2 using methods such as the pressure and timing of keystrokes. 3 We demonstrate the feasibility of a new class of biometric measurement based on electric-field sensors and highlight its use in physiological-signal acquisition.
Figure 1. Block diagram of a generic electric-potential sensor.
formance. The latter is vital if the ultrahigh impedance is to be maintained when the sensor is weakly coupled to a signal by a small capacitance through either a dielectric spacer or an air gap. This combination of features, integrated into an active sensor, makes EPS unique. Signal-discrimination performance in a noisy environment was recently enhanced by a factor of up to 50dB. This was achieved by including frequency-selective switched-capacitor filters in the sensor's feedback loop to reject the main external-noise components. These filters are externally programmable (using a clock frequency) to define their central frequency. It is usually sufficient to attenuate the fundamental and first three harmonics of the interference signal. This method is particularly relevant for remote detection of physiological signals in the presence of ambient electrical noise due to the proximity of operational computer equipment or other electrical appliances. 7 Figure 1 shows a block diagram of a generic EPS typically achieving an input impedance of ∼10 18 Ω, input capacitance of ∼10 −15 F, and a frequency range from quasi-DC (<1mHz) to ∼200MHz. In reality these specifications are not all attainable in the same sensor but each is achievable in some combination. For example, we have verified that stable operation is possible with an effective input capacitance as low as 10 −16 F in an unshielded environment, albeit with a restricted bandwidth of ∼10kHz.
Continued on next page
In Figure 2 data from a seated subject is shown, using a chairmounted sensor at 10cm from the back of the subject with a sensor electrode 2cm in diameter. The data differs from the usual electrocardiogram response due to the presence of an additional movement signal. The coupling capacitance between the sensor and the skin surface is estimated at ∼10 −13 F. Figure 3 shows the corresponding measurement from the front at a distance of 40cm from the chest. All data was obtained in a noisy laboratory close to active line-operated (50Hz) equipment and computers.
These preliminary results illustrate that our novel electricfield sensor can monitor physiological signals remotely in a laboratory affected by significant levels of electrical noise. Development of large-scale 2D sensor arrays in the near future will significantly enhance their data-collection capability. Further work is required to establish to what extent this technique fits the criteria for a biometric system.
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